S.F. Custos Global Reach Ltd. — Weekly Security Briefing WEEKLY SECURITY BRIEFING

WEEKLY SECURITY BRIEFING

- S.F.CUSTOS GLOBAL REACH LTD. 2027 o1 2028

SECURITY - INTELLIGENCE - PROTECTION

WEEKLY SECURITY BRIEFING - 2026-W31

Weekly Security Briefing

Author: Benjamin Traunecker

Executive Summary — This Week's Key Global Developments

1. Maritime risk stayed active, but the confirmed picture is narrower than the social-media signal set. UK Maritime
Trade Operations' live incident page returned no current incident cards during the final check, while wider web results
referenced UKMTO reporting on a 17 July Gulf of Aden boarding south of Al Mukalla and suspicious activity south of
Aden. The assessment for this issue is therefore disciplined: the Red Sea and Gulf of Aden remain exposed, but
individual claims about projectile splashes, mines, traffic collapse or Iranian involvement should not be treated as
confirmed without official or wire corroboration.

2. Cyber exposure is the strongest verified theme of the week. BleepingComputer's security feed between 24 and 26
July reported time-based GitHub and PyPI defences against supply-chain attacks, Steam forum ClickFix lures installing
XMRig miners, malicious sites building malware in browser memory, OnTrac customer-data exposure after a network
breach, and continued abuse of credential-theft techniques. The practical issue is not one single breach. It is the
clustering of low-friction intrusion paths around developer platforms, public forums, travel networks and normal
enterprise identity systems.

3. Ukraine's air-war narrative shifted toward F-16 employment, but the wider European risk remains war duration.
Reuters maintains live coverage of the Russia-Ukraine war, while defence reporting this week cited US congressional
testimony that a Ukrainian F-16 had achieved its first air-to-air victory against a Russian aircraft in early July. The claim
matters as a capability signal, but it does not change the basic operating problem for Europe: the war remains a long-
duration pressure system affecting sanctions, logistics, air defence alerts and defence-industrial planning.

4. The Middle East remains a linked maritime, aviation and diplomatic-risk theatre rather than a single-country
problem. Iran-related expert commentary and open-source maritime claims pointed to continuing pressure around the
Gulf and Red Sea corridors. Because several claims did not reach a client-facing corroboration threshold, this briefing
treats them as watch indicators rather than hard facts. That distinction matters: a weak claim can still move insurance
and routing conversations, but it should not become the basis for a firm incident narrative.

5. Africa's main current-week signal is constrained operating space. ReliefWeb search results and OCHA-linked
material for South Sudan continue to point to food insecurity, disease pressure, conflict displacement and attacks
affecting aid operations, while Reuters' Sudan coverage highlighted threats against women and civilians in conflict-
affected areas. In the Democratic Republic of Congo, Critical Threats reporting on 24 July cited M23 claims of training
and integrating more than 9,000 fighters. For organisations, the combined issue is access: roads, staff welfare, local
partners and evacuation assumptions are all more fragile when conflict and humanitarian pressure overlap.
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6. Latin America and the Caribbean stayed inside the security frame through gang violence and protest activity.
ACLED's July regional overview reported a June baseline in which gang violence against civilians reached a monthly high
in Ecuador, police killings in Jamaica became more lethal, and violence persisted in Port-au-Prince. The overview also
listed protest and violence events across Mexico, Chile, Ecuador, Haiti and Trinidad and Tobago. This is not a one-
country escalation story. It is a regional operating environment where criminal groups, state responses and public-order
stress remain close to normal business movement.

7. Asia's strongest link to the weekly risk picture is the connection between the European war and Northeast Asian
deterrence. Reporting on Ukrainian F-16 activity and ongoing Russia-linked military dynamics intersects with North
Korean support, sanctions enforcement and South Korean defence-industrial positioning. South and Southeast Asia did
not generate a verified dominant weekly incident in the available source base, but they remain part of the monitored

footprint because cyber, maritime and geopolitical risks cut across the region.

Key Developments & Intelligence Assessment
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Europe [EIE0H

Ukraine's F-16 employment adds a capability signal, but not a short-war signal

The main shift in Europe is military signalling, not strategic closure. Current public reporting keeps the Russia-Ukraine
war in a high-pressure phase. Reuters' live coverage continues to frame the conflict as an active, evolving war, while
specialist defence reporting this week cited US congressional testimony that a Ukrainian F-16 shot down a Russian fighter
aircraft in early July. The reported engagement is significant as an air-power marker because it suggests Ukrainian pilots
and supporting systems are using Western aircraft in more complex roles than defensive patrol alone.

The more important business issue is duration. A single air-to-air claim does not tell a company whether rail corridors,
sanctions exposure or air-defence alerts will ease in August. It points instead to a conflict adapting as both sides absorb
new equipment, new tactics and external support. That adaptation keeps warning times short. European companies with
Ukraine, Black Sea, Eastern European logistics, defence, insurance or Russia-linked counterparty exposure still face a

planning environment shaped by strikes, sanctions and emergency regulatory changes.

Intelligence Assessment

Medium Europe remains high risk because the Russia-Ukraine war continues to drive sanctions, logistics and
aviation-security exposure. Confidence is medium for the F-16 detail because the open reporting cites named US
testimony and defence outlets, but the exact tactical circumstances remain outside independent commercial
verification. Confidence is higher for the broader duration assessment because it is consistent with Reuters'
continuing war coverage and established conflict patterns.

NATO and defence-industrial decisions remain part of the same picture. The war has moved beyond a battlefield issue
for neighbouring states. Ammunition supply, aircraft sustainment, air-defence production, port security and rail resilience
now affect governments and private suppliers at the same time. The practical effect for companies is uneven: defence firms
see demand, while logistics, aviation, energy and finance teams carry compliance and disruption risk.

Russia still benefits from external support lines. Recent collection flagged continued concern about North Korean
ammunition support and broader cooperation among Russia, China, Iran and North Korea. Those links should be handled
carefully in public report language because the strongest detailed figures were not independently verified in this run. The
direction, however, is clear enough for a watch item: the European war is increasingly tied to non-European supply chains
and sanctions-evasion pathways.

ALSO MONITORED THIS WEEK

¢ Air-defence pressure remains a business continuity issue. Missile and drone activity around Ukrainian cities can
affect staff movement, hotel selection, rail timing and insurance assumptions even when a company has no direct
battlefield exposure.

e Sanctions screening remains active. The longer the war runs, the more difficult it becomes to separate legitimate
trade, dual-use exposure and indirect Russia-linked counterparties in shipping, finance and industrial procurement.

e Defence supply chains remain politically sensitive. Ammunition, aircraft components, shipbuilding and sensor
systems are no longer narrow military topics; they affect procurement, licensing and reputational risk across Europe.
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Middle East | ELEVATED

Maritime claims require restraint, but route risk has not gone away

The Red Sea and Gulf of Aden remain exposed, but the confirmed incident picture is thinner than the signal noise.
UKMTO's recent-incidents page returned no current incident cards in the final web extraction. Separate search results
referenced UKMTO warnings around suspicious activity south of Aden and a 17 July boarding approximately 65 nautical
miles south of Al Mukalla. Open-source and public social-media claims this week also referenced projectile splashes, mines,
traffic reductions and Iranian involvement, but those claims did not reach a hard confirmation threshold during this run.

The risk mechanism is still real. Vessel operators, insurers and charterers do not wait for perfect certainty when a corridor
is already sensitive. Even unconfirmed reports can change conversations about routing, flag exposure, crew confidence and
naval liaison. The discipline is to separate route-risk posture from incident attribution. It is reasonable to treat the corridor as
exposed; it is not reasonable to repeat every claim as fact.

Intelligence Assessment

Medium Middle East maritime risk is elevated for this reporting week. Confidence is medium because the broader risk
environment is well established and some UKMTO-linked reporting exists, but several high-noise incident claims
lacked official or wire corroboration at publication time. The business implication is practical: Gulf of Aden, Red Sea
and Gulf-linked movement should remain under close maritime-security review, while client-facing incident language
must stay conservative.

Iran remains part of the pressure map, but not every maritime claim is an Iran claim. Expert commentary and open-
source signals continue to connect Iran, proxy networks and maritime pressure. That does not prove Iranian direction
behind every reported event. For companies, the distinction matters because Iranian escalation, Houthi activity, Somali
piracy, criminal boarding and false reporting produce different operational responses. The shared effect is friction in
shipping and regional movement; the cause still needs verification case by case.

Aviation and Gulf basing exposure remain linked to maritime pressure. A maritime scare near the Gulf can affect
airspace advisories, executive travel timing, diplomatic posture and energy-market sentiment. The trigger is often not a
formal closure. It can be a credible advisory, a vessel-specific threat, an insurance reaction or a naval posture change that
compresses decision time for travel and logistics teams.

ALSO MONITORED THIS WEEK

¢ UKMTO suspicious-activity reporting stayed relevant. Search results referenced a UKMTO warning on 13 July
involving six small boats approaching a tanker south of Aden. It sits just outside the core reporting week but remains
relevant to the corridor baseline.

¢ Gulf of Aden boarding reports remained in the watch frame. Public reporting referencing UKMTO described a 17 July
boarding south of Al Mukalla. Follow-on confirmation and attribution remain the useful next indicators.

¢ Hormuz claims require careful handling. Recent collection flagged Iran-linked and mine-related claims, but this run did
not verify them to a standard suitable for firm public report language.
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Africa [IZ)

Conflict, displacement and aid constraints narrow operating space

Africa's current-week security picture is led by access constraints rather than one isolated headline. ReliefWeb
search results for South Sudan point to OCHA reporting that nearly 9 million people will require food assistance between
June and September 2026, while conflict continues to displace communities and disrupt humanitarian operations. Reuters'
Sudan coverage during the week highlighted civilian exposure in al-Obeid, including drone attacks and sexual violence risks
affecting women fetching water. These are not only humanitarian details. They shape movement, staffing, procurement and
partner reliability.

The Democratic Republic of Congo adds a separate armed-group pressure line. Critical Threats' Congo War Security
Review dated 24 July reported that M23 claimed to have trained and integrated more than 9,000 new fighters into its ranks.
The claim is from an armed actor and should not be treated as independently verified strength reporting. It is still relevant
because even inflated recruitment claims can signal confidence, territorial ambition and pressure on local communities,
border areas and humanitarian routes.

Intelligence Assessment

High Africa remains high risk for organisations exposed to field operations, NGOs, extractives, logistics or diplomatic
support. Confidence is high for the access-risk assessment because it rests on OCHA-linked humanitarian reporting,
Reuters Sudan coverage and established conflict dynamics in South Sudan, Sudan and eastern DR Congo.
Confidence is lower for exact M23 manpower figures because they originate from a conflict actor claim as reported
by an analytical source.

The operating problem is cumulative. Food insecurity changes local behaviour. Disease pressure changes medical
assumptions. Armed activity changes road access and staff willingness to travel. Aid-worker deaths or attacks change
partner capacity. A company may not be a direct target and still face disruption because the surrounding support system
becomes weaker.

The Sahel remains structurally high even with lighter current-week sourcing. Mali, Burkina Faso and Niger did not
produce a verified dominant weekly incident in the available package. That does not lower the region into routine status. It
means the briefing should avoid unsupported tactical claims and keep the assessment focused on established patterns:
militant mobility, weak state reach, border insecurity and pressure on aid and commercial movement.

ALSO MONITORED THIS WEEK

¢ Sudan's civilian-risk environment remained severe. Reuters' reporting on al-Obeid points to the way conflict affects
basic civilian movement, including water collection, markets and access to services.

¢ South Sudan's food and disease pressures remain security indicators. Food assistance needs, cholera and
displacement affect convoy planning, medical evacuation assumptions and local partner continuity.

¢ Eastern DR Congo remains a recruitment and territorial-control watch item. M23-related claims should be
monitored against UN, regional and humanitarian reporting before being used as precise force estimates.
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Asia  ELEVATED

Northeast Asian deterrence is increasingly tied to the European war

Asia's main weekly relevance is the link between Ukraine, North Korea and allied defence planning. The reported
Ukrainian F-16 air-to-air engagement sits inside a wider military adaptation cycle. North Korea's support to Russia,
sanctions enforcement and South Korean defence-industrial positioning matter because they connect European battlefield
outcomes to Northeast Asian deterrence. This is not a side story for Asian security. It is part of the same pressure system.

The risk is indirect but commercially relevant. Sanctions screening, shipping controls, dual-use trade, cyber activity and
defence procurement can all move when Russia and North Korea deepen practical cooperation. Companies do not need to
predict the next missile test to face exposure. They need to know whether counterparties, routes, cargo types or technology
transfers sit inside a tighter enforcement environment.

Intelligence Assessment

Medium Asia remains elevated. Confidence is medium because the strongest current-week detail is linked to defence
reporting and expert context rather than a broad set of official regional statements. The structural assessment is
firmer: Northeast Asian security, European war duration and sanctions enforcement are now connected enough to
affect commercial decisions.

China and Taiwan remain background risk rather than the week's main escalation point. The available sources did not
produce a verified Taiwan Strait crisis indicator for this issue. That does not make the risk dormant. Air and maritime
signalling, technology controls and sanctions positioning remain important to supply chains and executive travel planning
across the region.

South and Southeast Asia produced lower verified signal density. Afghanistan, Pakistan, Myanmar and the Philippines
remain inside the monitored footprint, but this week's source base did not justify a stronger regional escalation call. The
correct assessment is not silence. It is that no single verified incident displaced the Northeast Asia and sanctions-linked risk
picture.

ALSO MONITORED THIS WEEK

¢ Supply-chain enforcement remains a watch item. Technology components, shipbuilding inputs and dual-use goods
are more exposed when European and Asian security theatres overlap.

¢ Cyber spillover remains relevant. Regional ministries, logistics firms and technology providers remain plausible targets
for credential theft and intrusion attempts tied to geopolitical pressure.

¢ Aviation indicators were source-limited. No strong aviation incident signal emerged in the available package, but
airspace advisories remain a standing watch item around conflict-linked escalations.
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Latin America / Caribbean | ELEVATED

Criminal violence and public-order stress remain the regional baseline

Latin America and the Caribbean remain exposed through gang violence, protest activity and state security
responses. ACLED's July regional overview reported that gang violence against civilians reached a monthly high in
Ecuador, police killings in Jamaica became more lethal, and violence persisted in Port-au-Prince, Haiti. The same overview
listed June events including teacher protests near Mexico City's Z6calo, student and teacher clashes with police in
Santiago, multiple violent incidents in Ecuador, and the kidnapping of a Haitian defence-ministry official's chief of staff in
Port-au-Prince.

The regional mechanism is not one crisis; it is friction around movement and local authority. Criminal groups can
control neighbourhood access, trigger curfews or force businesses to adjust travel. Protest activity can close government
districts and major roads. State responses can reduce violence in one area while raising detention, human-rights or
reputational risk elsewhere. For companies, the important question is whether staff can move predictably and whether local
partners can keep operating without crossing contested areas.

Intelligence Assessment

High Latin America and the Caribbean remain elevated for business and travel-security exposure. Confidence is high
for the trend assessment because ACLED provides event-based regional reporting and Reuters/AP-linked coverage
continues to track gang designations and political-security developments. The risk is concentrated in movement
reliability, local partner exposure, cargo theft, extortion and sudden public-order restrictions.

Ecuador remains a critical watch item inside the region. US reporting earlier in July noted the designation of Ecuador's
Chone Killers as a foreign terrorist organisation, following a broader pattern in which gangs such as Los Choneros and Los
Lobos have become embedded in cocaine trafficking, local violence and prison-linked networks. ACLED's regional overview
reinforces that Ecuador's violence problem is not limited to one city or one group.

Haiti remains the clearest movement-risk case. Persistent violence in Port-au-Prince keeps staff movement, airport
access, fuel supply and medical evacuation assumptions under pressure. Even if a client has no direct Haiti operation, the
country remains a useful warning case for how quickly gang control can move from a public-security issue into a business-
continuity problem.

ALSO MONITORED THIS WEEK

¢ Mexico protests affected central movement corridors. ACLED listed teacher protests and clashes with police near
Mexico City's Zocalo. The issue for companies is localised movement disruption, not national instability.

e Jamaica's police-violence trend warrants monitoring. ACLED flagged more lethal police killings, which can affect
community tension and protest risk around security operations.

¢ Venezuela remained politically sensitive. Reuters reported on 24 July that Venezuela notified the UN of withdrawal
from the International Criminal Court, a legal and diplomatic step that may affect international engagement but did not
create an immediate operational-security trigger.
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Cyber and Critical Infrastructure [N

Credential theft, supply-chain abuse and low-friction intrusion paths dominate

Cyber is the strongest verified theme this week. BleepingComputer reported on 26 July that GitHub and PyPI introduced
time-based defences against supply-chain attacks in Dependabot. It also reported on 25 July that Steam forums were being
abused in ClickFix attacks to infect users with XMRig miners, and that malicious sites were using JavaScript to assemble
malware in browser memory. On 24 July, BleepingComputer reported that OnTrac was notifying customers after a network
breach that may have exposed personal information.

The practical issue is that normal user behaviour is now part of the attack surface. A developer accepting a
dependency update, a traveller joining hotel Wi-Fi, a gamer following a forum fix, or an employee opening a plausible
download page can all become entry points. The attackers do not need an exotic exploit if they can place a lure inside a
trusted routine.

Intelligence Assessment

High Cyber risk is high this week. Confidence is high because the core incidents come from dated public security
reporting and fit known intrusion patterns: supply-chain timing abuse, credential theft, malicious scripts, forum lures
and corporate-network compromise. The business implication is identity exposure and lateral movement, especially
for organisations with travelling staff, developer teams and third-party logistics or customer-data systems.

Travel networks remain a specific concern. Recent collection referenced hotel Wi-Fi DNS hijacking for Microsoft 365
credential theft. Even where the exact source item is not repeated as a hard standalone claim, the risk mechanism is well
understood: attackers who control or poison a local network can push users toward fake login pages without sending a
phishing email. That matters for executives, sales teams, field engineers and conference travel.

Developer ecosystems are also under pressure. GitHub and PyPI's new defences point to a clear problem: attackers
exploit timing, naming and trust around software packages. Organisations that build or buy software should treat
dependency management as an operational-security issue, not only a developer hygiene task. A compromised package can
become a credential, customer-data or production-system incident very quickly.

ALSO MONITORED THIS WEEK

¢ Public forums remain useful delivery channels for attackers. The Steam ClickFix case shows how attackers turn
troubleshooting behaviour into execution behaviour.

e Corporate-network breaches still generate downstream fraud risk. OnTrac's customer notification points to the
usual second-order exposure: phishing, impersonation and misuse of personal data after a breach.

¢ Browser-side malware assembly is a watch item. Malicious JavaScript that builds payloads in memory can reduce the
value of simple file-download controls.
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Global Intelligence Assessment

This week's risk picture is uneven but connected. Cyber is the most strongly verified and commercially actionable
theme. Maritime risk is active but requires source discipline because the social signal set outran official confirmation.
Europe remains defined by war duration, not by one reported aircraft engagement. Africa and Latin America show the same
operating problem in different forms: weak local authority, violence against civilians, pressure on aid or public services, and
reduced predictability for staff movement.

The main cross-regional pattern is compressed decision time. In maritime security, a warning or boarding report can
affect routing before attribution is settled. In cyber security, a trusted forum or package system can become an attack path
before central teams see the compromise. In conflict zones, food, disease and displacement can change road access
before a formal advisory catches up. Clients should therefore treat early indicators as posture triggers, but reserve hard
incident language for verified facts.

For SF Custos Global's primary focus regions, the key planning issue is verification under pressure. The week
produced several plausible but unevenly confirmed signals, especially in maritime and Iran-related reporting. The right
standard is not to ignore them. It is to carry them as watch items until official, wire or well-established analytical
confirmation is available. That keeps the briefing useful without turning noise into fact.

S.F. Custos Global Reach Ltd. - Weekly Security Briefing Page 9 of 12



S.F. Custos Global Reach Ltd. — Weekly Security Briefing WEEKLY SECURITY BRIEFING

Watch Indicators

New UKMTO, JMIC, EUNAVFOR or coalition advisories confirming a Red Sea, Gulf of Aden or Hormuz incident from 20-
27 July.

Reuters, AP, AFP, official Ukrainian or US statements confirming additional F-16 employment details or changes in
Ukrainian air operations.

UN, OCHA, Reuters or regional reporting on further attacks affecting aid workers, water access, food movement or
displacement corridors in Sudan, South Sudan or eastern DR Congo.

ACLED, national police or reputable regional-media reporting showing another spike in Ecuador gang violence, Haiti
kidnappings or Jamaica police-related fatalities.

CISA, vendor or major security-research reporting showing active exploitation of identity platforms, developer
ecosystems, hotel networks or browser-side malware delivery.

New sanctions or enforcement actions connected to Russia-North Korea cooperation, Iranian networks, shipping, dual-
use goods or defence-industrial supply chains.
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Glossary of Abbreviations

Abbreviation
ACLED
CISA

DR Congo
F-16

ICC

IRTC

M23
OCHA
UKMTO
UN

Meaning
Armed Conflict Location & Event Data
Cybersecurity and Infrastructure Security Agency
Democratic Republic of Congo
US-designed multirole fighter aircraft
International Criminal Court
Internationally Recommended Transit Corridor
March 23 Movement, armed group active in eastern DR Congo
UN Office for the Coordination of Humanitarian Affairs
United Kingdom Maritime Trade Operations

United Nations
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Selected Sources

UK Maritime Trade Operations, Recent Incidents page, accessed 27 July 2026.

¢ Reuters, Ukraine and Russia at War live coverage, accessed 27 July 2026.

e The Aviationist, reporting on Ukrainian F-16 air-to-air engagement and US congressional testimony, 22 July 2026.
¢ BleepingComputer, Security category reporting, 24-26 July 2026.

e IT Security Guru, Huntress reporting on FakeAgent and SectopRAT campaign, 23 July 2026.

¢ ReliefWeb / OCHA, South Sudan Humanitarian Update, 17 July 2026.

¢ Reuters, Sudan coverage including al-Obeid civilian-risk reporting, 24 July 2026.

e Critical Threats Project, Congo War Security Review, 24 July 2026.

e ACLED, Latin America and the Caribbean Overview: July 2026.

e AP / Reuters-linked reporting on US foreign terrorist organisation designations for Ecuadorian gangs, July 2026.

Method Note

This Weekly Security Briefing was prepared from open-source reporting available by 27 July 2026. Social-media-derived
claims and expert commentary were used only as early warning context unless corroborated by official, wire-service,
established analytical or specialist security reporting. Claims that did not meet that threshold were either omitted from the
main narrative or retained only as watch indicators with calibrated language.
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